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Decision/action requested

Discussion on introduction of TLS 1.3 to 3GPP framework
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3
Rationale

At SA3#91, contribution S3-181401 [G] proposed a CR to TS33.310 [A], where the 3GPP profile for TLS is defined.  This CR suggested adding TLS 1.3 to the specification and mandating its use when it was supported by both end points.  TLS 1.3 offers a step forward in security for internet connections, but certain enterprises have expressed concerns about its implications for network security and compliance.  This discussion document describes some of the arguments for and against TLS 1.3 and suggests a way forward for SA3 with regards to its implementation.
4
Detailed proposal

4.1 TLS 1.3 background

TLS 1.3 is a transport layer security protocol, based on the same principles as TLS 1.2.  It is designed to improve the security and privacy of users, by reducing the chances of misconfiguration, mandating perfect forward secrecy and removing support for insecure algorithms. 
Major changes in TLS 1.3 include:

· Fewer supported symmetric algorithms.  Only AEAD (Authenticated Encryption with Associated Data) algorithms remain.

· Removed support for insecure hash functions SHA-1 and MD5.

· Removed support for static RSA and Diffie-Hellman cipher suites.  All remaining cipher suites (aside from those with pre shared keys) offer perfect forward secrecy (PFS).

· Encryption of server certificates.

· Improved downgrade protection.

· Support for 1-RTT and 0-RTT handshakes, hence reducing latency of connections.

· Removal of session ticket mechanism for session resumption, and replacement of this mechanism by pre shared keys which can be negotiated as part of an initial handshake.

4.2 Use of TLS in 3GPP systems

The general 3GPP TLS protocol profile is defined in Annex E of TS 33.310 - Network Domain Security (NDS); Authentication Framework (AF) [A].  Other 3GPP specifications (e.g. TS 33.203 [B] and TS 33.220 [C]) point towards this Annex.
In Rel-14 and earlier releases there is a limited amount of use of TLS in 3GPP systems.  In particular, TLS is used to secure reference points in GBA [C] and connections between a UE and a P-CSCF in IMS [B].  With the introduction of SBA in Rel-15 the variety of use cases for TLS in 3GPP systems will increase, with TLS replacing IPSec as the default security mechanism for core network signalling.  In 5G all network functions will support TLS and the protocol will be used to secure communications within networks, between networks (e.g. on the N32 interface) and between NFs and externally provided applications.

4.3 Advantages of adopting TLS 1.3 in 3GPP systems

4.3.1 Reduced chance of misconfiguration
TLS 1.3 removes support for a number of insecure or easily misused security options.  For example, support for RC4, MD5 and SHA-1, as well as for EXPORT strength ciphers and symmetric algorithms used in CBC mode.  While it is possible to prohibit use of these algorithms in TLS 1.2 (for example by policy), TLS 1.3 reduces the complexity and the chances of misconfiguration.
4.3.2 Decreased latency

In TLS 1.2 it takes two round trips between server and client to complete a handshake.  In TLS 1.3 this is reduced to one round trip for most connections, with the option of zero round trips when a client and server have connected before.  In situations where latency is critical, or where the distances over which communications travel are high this difference may be noticeable.

4.3.3 Improved downgrade protection

TLS 1.3 offers improved downgrade protection, making it more difficult for a man in the middle attacker to force the server and client to agree on a weaker version of TLS than they support.
4.3.4 Improved confidentiality

Since perfect forward secrecy is mandated in TLS 1.3, it is not possible for an attacker to steal a long-term secret key and use it to passively decrypt TLS handshakes and traffic.
4.4 Disadvantages of adopting TLS 1.3 in 3GPP systems

4.4.1 Network defence

Many enterprises who host services (e.g. data centres) employ network defence proxies at the edge of their networks, to monitor and manage traffic from external, untrusted devices to services within their enterprise network. (see 3.1 of [D]).  In a number of existing systems the enterprise service’s private key is stored in the proxy, enabling the device to ‘look inside’ inbound TLS connections.  This functionality allows enterprises to ensure that their services are being used appropriately and to employ network level security monitoring.  This method of protection will not be possible with TLS 1.3 as it relies on the use of a static server private key.
Another method of network defence impacted by TLS 1.3 is the inspection of server certificates.  This mechanism is used by enterprises for a variety of purposes including whitelisting sites for which traffic should not be inspected (e.g. connections to banking or healthcare services), blacklisting known bad sites and monitoring compliance (see 2.2.1, 3.3, 3.4 of [D]).  In TLS 1.3 server certificates are encrypted, preventing networks from performing these functions in the current manner.  While there are other mechanisms to identify traffic, such as inspecting the SNI (Server Name Indication) this cannot be validated against the certificate as recommended in [E], making it more difficult to verify that the SNI has not been spoofed.
Additionally, tracing and attributing cyber attacks often relies on the decryption of TLS sessions after the sessions have completed.  As all key agreement algorithms in TLS 1.3 provide perfect forward secrecy (PFS) this decryption is only possible if the keys (either the symmetric or ephemeral private keys) for each transaction are exported and stored alongside the communications they were used to encrypt.  This invalidates the PFS security guarantees of TLS 1.3 and could pose a security risk in itself.

4.4.2 Network monitoring and troubleshooting

TLS 1.3 may also make it more difficult to trace network faults, for the same reason as those described for tracing cyber attacks in 4.4.1.  This may have an effect on network availability, management and resilience.
4.4.3 Compliance
Several industries (including banking, insurance and government) have audit and regulatory requirements which may be more difficult to meet with the use of TLS 1.3.  For example, Requirement 10 of PCI-DSS states that organisations must be able to track and monitor all access to network resources and cardholder data.  Further analysis is required to see if TLS 1.3 can be used in such a way as to be compatible with this requirement and those of other industries.  Whatever the conclusion, it is likely that industries will need to change their processes for audit and monitoring with the roll out of TLS 1.3.
4.5 Conclusion

TLS 1.3 represents a step forward in internet security and is likely to increase privacy and improve the experience for many users connecting to the internet over HTTPS.  However, TLS 1.3 was primarily designed for the situation when a user is connecting directly to the internet, not for use in a telecoms network.  It is possible that TLS 1.3 may be simultaneously good for the user and bad for an enterprise.  Indeed, several enterprises have expressed concerns that TLS 1.3 may have a negative effect on their business [F], [G].    This suggests that, before adoption of the new protocol, caution should be taken to understand the environment in which it is being used and how the change will affect that environment and use case.

Use of TLS 1.3 in existing 3GPP systems (LTE, UMTS, GSM) is limited but will be vastly increased in 5G core networks.  Until the network slicing framework, service based architecture and connections to the 3GPP core by external applications are fully understood there will not be a full understanding of these use cases.  TLS 1.3 may offer real benefits over TLS 1.2 but it may also have impacts on network defence, troubleshooting and compliance.  As such SA3 should not jump to mandate use of a standard before the architecture and use cases are fully understood.

Suggestion 1: Add optional support of TLS 1.3 to TS 33.310 and leave the choice of use of TLS 1.3 or TLS 1.2 up to the operator.

Suggestion 2: As part of Rel-16 study the appropriate use of TLS 1.2 and 1.3 in 3GPP systems.
